CYBER RISK
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Triggers and outcome
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Cyber risk — Gap analysis
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Investigation, clean up and restoration of data
Legal liability for privacy/confidentiality breach
Business interruption

Cyber extortion

Media liability and cyber crime
PR/Reputational expert/loss mitigation

& /

4 Q Statkraft




Example of coverage gaps

Perils [ Coverage PDBI

Fire/ explosion
Nat.Cat

Electricity outage
Sabotage

Bl following Cyber Attack
PD/ Bl following Terrorism X

Confiscation X
Non-physical damage/ Pure financial loss X
Business Interruption (avhengig av arsak) X
Breach of employee data

X X X X

b

Breach of process systems
Liquidated damages X
Reconstruction of data X*

x*

PS> Rl X R

* depending on coverage in policy, often with sublimit
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Example based out of Cyber Coverage
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CYBER COVERAGES

First party cyber losses-

MNetwork interruption due to:

Computer Crime

Employes Sabotage x
Errors and mistakes ("fat fingers”)

Accidental damage to sw! hw

Cyber Extortion

Business Interruption following non-physical damage i

First Party Losses (data privacy and security)
Data protection fines and penalties

Investigation & defence costs

Public Relations Cost

Legal Expenses

Credit ( |dentity Theft monitoring expenses

M oMM (M MO

X x*
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Third Party Losses (data privacy & security)
Breach of Sensitive data

Breach by 3.party outsourcer

Corruption of data

IP Infringement
* depending on coverage in policy, often with sublimits
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Preparing
for
cyber insurance
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https://www.ferma.eu/sites/default/files/2018-10/Preparing%20for%20Cyber%20Insurance%20WEB%2009.10.2018.pdf
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Cyber Underwriting Information - 1

General business information
- Links between the business profile and the cyber threats

Cybersecurity corporate culture
- The human component — Ability to raise awareness and train teams

Information system security
- Identification
- Authentication: Roles and access
- Mobile working: Security policies
- Networks
- Secure administration
- Industrial control systems

IT suppliers
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Cyber Underwriting Information - 2

IT update mangement
Ongoing assessment

Personal data
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Understanding Cyber Insurance Offers - 1

PREVENTION

Pre-breach
assessments

Access to pre-
vetted vendors

Cybersecurity
information
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Understanding Cyber Insurance Offers - 2

Cyber coverage components
Coverage checklist

Scenarios
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